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SPPS Data Breach Recap

® SPPS experienced a data breach in Spring SY 22/23.
42,727 Student email addresses and names were exposed.

® SPPS partnered with Law Enforcement, Raytheon Technologies, and Palo
Alto Networks’ Unit 42 to perform an investigation.

® Raytheon and Unit42 concluded there is no evidence any other user data
was exposed.

® [aw Enforcement investigative efforts indicated the actor had been
identified, and had been recently charged and arrested for a similar

incident. No further information since the investigation is ongoing.
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Third-party Breaches

® 52% of all reported breaches came through third-party partners and
suppliers.

® Third-party risk management (TPRM) can be challenging because getting
visibility into another firm’s workflow and operations can be difficult.

® Third-party service providers may not always be subject to the same
compliance standards as the company contracting them.
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SPPS Cyber Insurance
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Questions




Thank you for your time.
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