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New State Law LMC

Cybersecurity Incident Reporting
Beginning Dec 15t 2024, Cities must report cybersecurity incidents to the State.

LMC Interpretation
- Presently, some (potentially many) incidents go undetected/unreported.
-  New reporting requirements will increase pressure to investigate and report.
- Reporting levels and incident totals will increase as government entities:
-  Become familiar with new reporting requirements.

-  Better understand what constitutes a reportable incident.

- In the future, the scope of the problem will be better understood with statewide
monitoring data.



Claims Data

Cybersecurity Claims 2012 - 2023
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Claims Data

Cyvbersecurity Claim Types

m Data Breach

B Fraudulent Instruction

B Ransomware
Unauthorized Access

®m Uncategorized




Cybersecurity Maturity LMC

Member Entities Lack Baseline Cybersecurity Controls

Cyber-Insurance Does Not Meet Baseline

Coverage Level Meets Baseline Criteria Criteria

Standard Coverages o o
(1015 Entities) 37% 63%

Enhanced Coverages o 0
(200 Entities) 62% 38%

Data from LMCIT renewal applications indicate that entities often lack one or more of eight
baseline technical & administrative controls.



State Cybersecurity LMC
Grant Program

Improving Local Government Cyber Posture

« State supported grant program to provide $25k-$1M grants for
under-resourced cities to increase baseline cyber posture

 Eligible expenditures include most common areas where cities
lack including hardware, software, managed IT and email
services etc.

« Make the State Whole-of-State Cybersecurity Plan go further
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